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To: Cllrs P Blaine, T Cole, A Gibson, A M Hill, W Jackson, C Osborne (Chair),  

M Pettitt, M Scott, P Sharman and J Sparrow      
c.c.  N Aldis, T Knagg, G Leach, S Sutton, N Thompson  

 

You are hereby summoned to attend a meeting of the Policy, Finance and 
Resources Committee of Sandy Town Council which will be held in the 

Council Chamber at 10 Cambridge Road, Sandy, Bedfordshire on Monday 28 
January 2019 at 7.30pm for the purpose of transacting the items of business 

below.  
 

Chris Robson 
Town Clerk  

10 Cambridge Road 
Sandy SG19 1JE 

01767 681491 
22 January 2019 

 
MEMBERS OF THE PUBLIC AND PRESS ARE WELCOME TO ATTEND THIS MEETING 
 

A G E N D A  

Reports 
1 Apologies for absence  

2 Declarations of interest  

Under the Localism Act 2011 members of Council are not required to 
make oral declarations of interest at meetings but may not participate 

in discussion or voting on any items of business in which they have a 

Declarable Pecuniary Interest (DPI) and under Sandy Town Council’s 
Standing Orders must leave the room for the duration of all discussion 

on such items. (All members’ register of interests are available on the 
Sandy Town Council website or on application to the Clerk.)   

This item is included on the agenda to enable members to declare new 
DPIs and also those who wish to do so may draw attention to their 

stated DPIs and also any non-declarable personal interests which they 
have declared under Sandy Town Council’s adopted Code of Conduct 

and which may be relevant to items on the agenda.   
i) Declarable pecuniary interests 

ii) Non pecuniary interests 
 

 

3 Public Participation Session 
Members of the public may ask questions or make representations to 

the committee about items of business which are on the agenda. 

 

4 

 
 

Minutes of previous meeting 

To receive the minutes of the Policy, Finance and Resources 
Committee held on 7 January 2019 and to approve them as a correct 

record of proceedings.  
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5 Financial Reports 

i) To consider a balance sheet and detailed financial report 
showing income and expenditure against the revenue budget for                   

December 2018. 
 

ii) To receive a budget overview report.  
 

iii) To approve a schedule of payments made since previous 

meeting. 
 

iv) The Chair to approve bank reconciliations and statements. 
 

 
 
 
Appendix I 
 
 
  
Appendix II 
 
 
Appendix III 

6 Internal Audit 
i) To receive and note as report on the review of effectiveness of 

the 2018/19 internal audit process. 
 

ii) To consider and agree an internal audit plan for 2019/20. 

 
iii) To receive and consider recommending to Council the adoption 

of Terms of Reference for the internal auditor. 
 

 
 
Appendix IV 
 
 
 
Appendix V 
 
 

 
Appendix VI 

 

7 Action List 

To receive and note a copy of the action list.   
 

 
 
Appendix VII 
 

8 Christmas Lights Event 
To receive a report and recommendation on expenditure on the 2018 

Christmas Light Switch on Event.  
 

 
 
Appendix 
VIII 
 

9 Payroll Services 
To receive and consider quotes on the provision of payroll services.   

 

 
 
 
Appendix IX  
 

10 Information Retention and Disposal  

To receive and consider the adoption of the proposed information 
retention and disposal policy. 

 
 
 

Appendix X 
 
 

11 Information Protection  

i) To receive and consider the adoption of the proposed 
information protection policy. 

 
ii) To receive and consider the adoption of the proposed 

information security incident policy. 

 
 
Appendix XI 
 
 
 
Appendix XII 

12 Driving at Work Policy 
To receive and review the Council’s driving at work policy. 

 
 
Appendix 
XIII 

13 Chairman’s Items  
 

14 Date of Next Meeting: 11 March 2019  
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AGENDA ITEM 5 APPENDIX II

General Notes

Attached is the summary income & expenditure report for month 1st to 31st December 2018. 

This report shows a current year surplus of income over expenditure of £198,986

includes only the second half of the precept (£281,303) which was received on 6th September 2018.

The balance sheet shows that total funds available to the Council are £787,255

This is made up of the following - 

Current Year Surplus £120,548

General Reserve Brought Forward £227,395

Rolling Capital Fund £93,568

Capital Receipts Reserve £55,574

Fallowfield Reserve £244,962

Earmarked Community Funds £7,000

Earmarked Elections £12,000

Earmarked Christmas Activities £3,180

Other Earmarked Reserves £23,028

Total £787,255

The percentage of budget if analysed evenly over the year to date is 75% but Members are 

reminded that income & expenditure rarely follows this pattern over the year.

Analysis by Cost Centre

401 Staff

Expenditure is 69% of the annual budget.

4030 - Overspend due to increase in newspaper costs to advertise groundsman vacancy.

402 Administration

Expenditure is 65.9% of the annual budget.

4009 - Overspend due to attendance at training courses/conference. Greater distance than previous years.

4021 - High due to costs of support and setting up new line for Red Care (alarm activation for office) 

4024 - Subscriptions are paid at the start of the financial year, so expenditure appears high.

4035 - Over spend to required purchase of Arnold Baker for local councils and purchase of Charity 

Trustee reference guide to support Clerk in advising Council on role as trustee of SSLA.

4036 - High due to annual charge to alarm and security company for covering Council 

property. Covers up until March 2019. Asbestos survey required under health and safety regulations

increased expenditure by £395.

4056 - Legal Expenses high due to registering of council owned cemetery land and Village Green advice

1003 - Tourist Income is high due to income from WW1 talk series.

Sandy Town Council

Report to 31 December 2018



Analysis by Cost Centre [Continued]

403 Works

Expenditure is 55.2% of the annual budget.

4012 - Includes charges from last financial year and water usage by depot demolition company.

4039 - High due to time of year. Expenditure on summer and winter planting for 2018/19 has now been 

paid. Likely underspend.

4043 - Fuel expenditure is high in part due to delivery of red diesel supply in October. Increased 

verti-drain and cutting activities for sports fields will have impact on winter fuel use. Increase allowed for 

in 2019/20 budget draft. 

4044 - High due to annual insurance and tax payments earlier in year. One more payment due in 2018/19.

405 Footway Lighting

Expenditure is 111.9% of the annual budget. 

4042 - Expenditure is high due to replacement of two streetlight columns and replacement of 

lanterns to LED on lights which have faulted.

406 Cemetery & Churchyard

Expenditure is 81.5% of the annual budget.

4101 - High expenditure due to higer than anticipated burial rate in first half of the year. 

1226 - High expenditure due to higer than anticipated burial rate in first half of the year. 

408 Town Centre (Incl. Market)

Expenditure is 36.4% of the annual budget

4011 - Low due to recalculation of rateable value and refund for current year. 

No concerns

409 Public Toilets - Car Park

Expenditure is 72.2% of the annual budget.

4012 - Higher than expected for this time of year. Readings submitted to Wave as last charges based on 
estimated readings. 

4014 - Electricity charges based on estimates. Readings provided and switch to new provider. 
Rebate anticipated.

500 Play Areas and Open Spaces

Expenditure is -80.0% of the annual budget.

4007 - High due to annual ROSPA inspection costs. 

4012 - Water rates based on estimates. Readings provided for meters.

Awaiting recalculation.

4036 - Over spend due to charges related to eviction of unauthorised encampment from 
The Pinnacle Field.

4037 - High expenditure due to time of year. Weed and feed treatment applied to Sunderland Road and 
Bedford Road. Some contracted cutting work of overgrown areas. 

Sandy Town Council

Report to 31 December 2018



 

Analysis by Cost Centre [Continued]

501 Sunderland Road Rec.

Expenditure is 80.6% of the annual budget.

4012 - Office investigating with Anglian water. Likely charge relating to Jenkins Pavilion, to be picked up 

by SLL who manage facility. 

4014 - Electricity charges based on estimates. Readings provided and switch to new provider. 

Rebate anticipated.

4036 - High due to repair of handwasher heater, new fire extinguisher and repair work to 

pavilion shutter door and work to bowls green pump. 

502 Nature Reserves

Expenditure is 40.7% of the annual budget. 

No concerns.

505 Grass Cutting

No spend to date.

Invoice from CBC due in March 2018.

506 Litter Bins, Seats & Shelters

Expenditure is 29.3% of the annual budget. 

No concerns

509 Christmas Lights

Expenditure is 87.7% of the annual budget.

4402 - Some expenditure to be taken from earmarked reserves. Budget will be underspent.

601 Precept and Interest

The second half of the precept was received in September 2018. 

No Concerns.

602 Democratic & Civic Costs

Expenditure is 56.3% of the annual budget.

4033 - High as January's Bulletin charge has also hit the budget line. 

4702 - Expenditure on WW1 Remembrance Silhouttes & poppies, Battles Over Event and

Sandy Show grant. 

Sandy Town Council

Report to 31 December 2018
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AGENDA ITEM 6   APPENDIX IV 

SANDY TOWN COUNCIL 

COMMITTEE: Policy, Finance and Resources 

DATE:  28 January 2019 

AUTHOR:  Town Clerk/RFO 

SUBJECT: Internal Audit Effectiveness  

 
 

1. Summary 
 
To appraise members on the following: 
 
1.1 The Accounts and Audit (England) Regulations 2011 require there to be an 

annual review of the effectiveness of Internal Audits, the findings of which to be 
considered by a committee (the Finance and General Purposes Committee) of 
that Council.  

 
1.2 This is not a requirement for town and parish councils but remains good practice 

and should be completed periodically - no longer than three years - and in the 
year of any change of internal auditor. 

 
1.3 The process is also regarded as part of the wider annual review of the Council’s 

governance arrangements and production of the Annual Governance Statement 
which is submitted to the Council’s external auditor following the financial year 
end. 

 
2. Internal Audit 
 
2.1 Regulation 6 of the Accounts and Audit (England) Regulations 2011 imposes a 

duty on local councils to maintain an adequate and effective system of internal 
audit of its accounting records and of its system of internal control in accordance 
with the proper practices in relation to internal control. 

 
2.2 Internal audit is a key component of the system of internal control. The purpose 

of internal audit is to review and report to the council whether its systems of 
financial and other internal controls over its activities and operating procedures 
are effective. 

 
2.3 Internal audit testing of controls will be sufficient for the proper completion of the 

annual internal audit report (page 5 of the annual return).  This will then provide 
an adequate level of assistance for the council to complete assertions 2, 6 and 7 
in its annual governance statement (section 1 of the annual return) in June. 
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2.4 The minimum approach to the testing of key internal controls are: 
 

• Proper book-keeping 

• Financial Regulations, Standing orders and payment controls 

• Risk management 

• Budgetary controls 

• Income controls 

• Petty cash procedure 

• Payroll controls 

• Asset control 

• Bank reconciliation 

• Year–end procedures 
 
3. Review 
 
3.1 Areas of the review should, as a minimum, cover the expected standard 

components below: 
 

• The scope of internal audit 

• Independence 

• Competence 

• Relationships 

• Audit planning and reporting 
 
3.2 The review is also primarily about effectiveness not process, so the focus should 

be on: 
 

• Internal audit work planned 

• Be seen as a catalyst for change 

• Add value and assist the organisation in achieving its objectives 

• Be forward looking 

• Be challenging 

• Ensure the right resources are available  
 
3.3 If the review identifies any areas for development or change in internal audit, an 

action plan should be produced for the council to manage the remedial process.  
 

The action plan should set out the areas of improvement required, any proposed 
remedial actions and people responsible for delivering improvement, and the 
deadlines for completions of the actions. 

 
The review for the 2018/19 financial year is attached. 
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4. Action plan 
 
4.1 Town Clerk to produce Terms of Reference for Audit in January 2019 for 

approval by Council before the end of the current financial year.  
 
4.2 Town Clerk to develop business continuity plan for approval by the Town Council 

before the end of the current financial year. 
 
5. Recommendations  
 
5.1 There are no areas of concern with the current internal auditors and the report be 

noted. 
 
5.2 That to further develop its internal audit process, the Council agrees on written 

Terms of Reference for the Internal Audit.  
 



REVIEW OF EFFECTIVNESS OF INTERNAL CONTROL 

Review Checklist – meeting standards 

 

Expected Standard Evidence of Achievement in Place Yes or 
No 

Areas for Development 

Section 151 Officer Clerk designated as Responsible Financial Officer as 
part of employment contract. RFO authority delegated 
to Clerk by Council on 18/16 – Min 87-2015/16 

YES  

Review of risk management 
arrangements 

Risk register showing actions taken to reduce risks is 
reviewed by the Policy, Finance and Resources 
committee on an annual basis.  

YES Develop a business continuity 
plan for regular review by 
PFR. 

Regular maintenance 
arrangements for physical 
assets 

Regular inspections carried out on condition of 
physical assets including building survey, last carried 
out in in July 2018 as part of insurance renewal.  
Annual budgets in place for routine maintenance of 
physical assets.  

YES  

Insurance arrangement 
checked 

Insurance is reviewed with the provider and renewed 
on a yearly basis. Review of insurance arrangements 
carried out in 2017 following that year’s renewal. 
Agreement with provider WPS extended on 3-year 
agreement until 2020 

YES  

Asset Register Financial asset register updated annually and 
reviewed by internal auditor on an annual basis.  
Internal auditor reconciles asset register with accounts 
and carries out appropriate checks.  

YES  

External Auditors – 
appropriate action taken on all 
matters raised 

There were no issues raised by External Auditors 
Mazars, for the year ended 31 March 2018, report 
reviewed by PFR on 14 10 18 and approved at the 
following Council meeting. 
 

YES  



Internal Auditors – Appropriate 
action taken on all matters 
raised 

There were no issues arising from the 2018/19 
internal audits. Recommendation made that monthly 
creditor and debtor reports are printed and held by 
office as part of monthly account reports. This has 
been actioned.  
Internal audit agreement on a yearly basis.  

YES  

Scope of Internal Audit Internal audit work takes into account both the 
Council’s risk register and wider internal control 
arrangements.  

YES Potential to develop terms of 
reference for the internal audit 
which are approved by 
Council and used to direct 
internal auditors.  

Independence  Internal auditor has direct access to those charged 
with governance. 
Reports are made in auditors own name to 
management/ council. 
Internal auditor does not have any other role within 
the Council  

YES  

Competence There is no evidence of a failure to carry out internal 
audit work ethically, with integrity and objectivity.  

YES  

Relationships  Respective responsibilities for officers and members 
are defined in the Councils Standing Orders and 
Financial Regulations in relation to risk management, 
fraud and corruption matters. Training is carried out as 
necessary.  

YES  

Audit planning and reporting Requires development of an internal audit plan which 
takes account of all the risks facing the Council and 
has been approved by Council.  

NO Internal audit plan to be 
developed and approved.  

 

 

 



Expected Standard Evidence of Achievement in Place Yes or 
No 

Areas for Development 

Internal audit work is planned  Planned internal audit is based on Council’s risk 
assessment and meets its needs. 

YES Further development could be 
achieved via development of 
an adopted audit plan 

Be seen as a catalyst for 
change 

Internal audit supports the Council’s work in delivering 
improved services for the community by ensure 
financial and risk management is in order.  

YES  

Adds value and assist the 
organisation in achieving its 
objectives  

The Council makes positive responses to internal 
audit’s recommendations (if any are made) and 
follows up with action where it is called for.  

YES  

Be forward looking Internal audit maintains awareness of new 
developments in the services, risk management and 
corporate governance.  

YES  

Be challenging Internal audit focuses on the risks facing council. 
Internal audit encourages managers/members to 
develop their own responses to risks, rather than 
relying solely on audit recommendations.  

YES  

Ensure the right resources are 
available 

Adequate resource is made available for internal audit 
to complete its work. 
Internal audit understands the Council and the legal 
and corporate framework in which it operates.  

YES  

 



 

 

SANDY TOWN COUNCIL  

AUDIT PLAN – TIMETABLE OF AUDIT & CORPORATE GOVERNANCE TASKS 

 

TASK APR MAY JUN JUL AUG SEPT OCT NOV DEC JAN FEB MAR 

Review Risk Management              

Review Financial Risk Assessment             

Review General Risk Assessment             

Annual Safety Inspection (Play Equipment)             

Review Insurance at Renewal             

Asset Register Updated             

Annual Return             

Review Internal Audit Terms of Reference             

Review Effectiveness of Internal Auditor             

Review Audit Plan             
Appointment of Internal Auditor              

Review Standing Orders             

Review Financial Regulations             

Preparation of Annual Estimates             

Agreeing Budget and Precept             

Monitor Budgets             
Visits by Internal Auditor             
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SANDY TOWN COUNCIL 

COMMITTEE: Policy, Finance and Resources 

DATE:  28 January 2019 

AUTHOR:  Town Clerk 

SUBJECT: Internal Audit Plan 

 
The maintenance of an adequate and effective system of Internal Audit 
 
a) Parish and Town Councils have a duty under the Account & Audit Regulations 2011 as 

amended to maintain an adequate and effective system of Internal Audit of their 
accounting records and of their systems of internal control in accordance with the proper 
practices in relation to internal control.  

 
b) The purpose of Internal Audit is to review whether the systems of financial and other 

controls are effective. 
 
c) Parish and Town Councils set out the control objectives usually in the form of standing 

orders and financial regulations.  
 
d) Councils determine the scope and extent of their Internal Audits and appoint an Internal 

Auditor who; 
 

• Must not have any involvement in the decision-making management or control 
of the Council thereby satisfying the principle of independence 

• Understands basic accounting processes, the role of Internal Audit in 
reviewing systems rather than undertaking detailed checks (the responsibility 
of management), accounting requirements of the legal framework and powers 
of local councils and has an awareness of risk issues thereby satisfying the 
principle of competence.  
 

e) The role of the internal auditor is to provide independent review and appraisal of the 
Council’s internal control.  
 
The Plan 
 

a) The Town Council appoints an internal auditor to carry out two inspections during each 
financial year. The internal auditor must satisfy the principle of independence and 
competence.  
 

b) The Council will require the Internal Auditor to conduct the annual audit exercise as 
soon as possible after the year end by agreement. The Internal Auditor will have all the 
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documents he/she requires and access to officers to undertake an effective audit on 
each occasion. 
 

c) The Council will provide the Internal Auditor with Terms of Reference for the annual 
audit.  
 

d) The Terms of Reference will ensure that; 

• The Internal Auditor has access to the evidence that will enable them to 
complete Section 4 of the Annual Return 

• The Council will have an independent opinion of its system of internal control 
that will underpin its Annual Governance Statement (Section 2 of the Annual 
Return)  

 
Should the Internal Auditor be unable to complete any of the boxes in Section 4, he/she 
will provide an explanation.  
 

e) The Council will conduct a review once during the financial year of the effectiveness of 
its system of Internal Audit.  

 
f) The Council shall consider at an appropriate time, the findings of the review and 

incorporate them in its Statement of Internal Control.   
 

g) The Audit Plan timetable is attached.  
 

Review of effectiveness of the System of Internal Audit 
 

a) The review will take place in January or February each year. 
 

b) The review will be undertaken by the Town Clerk and Policy, Finance and Resources 
Committee, which will report to Council.  
 

c) The review will have two components; 
 

• Whether the Internal Auditor met the Council’s expected standards, eg. the 
scope of the Internal Auditor’s work (does it for example enable the Auditor to 
complete Section 4 of the Annual Return, giving the Council the assurance that it 
needs to complete Section 2 of the Annual Return? A review of competency and 
independence) 

 

• Consideration of not just how valuable and useful the Internal Audit has been but 
how to incorporate new guidance and changes to the Council’s own activities.  
 

d) The report considered by the Policy, Finance and Resources Committee will result in 
a recommendation from the committee to the Full Council as to whether the Internal 
Audit has been considered effective and will incorporate the outcome of the review 
in its Annual, Statement of Internal Control.  
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Sandy Town Council  

Internal Audit Service – Terms of Reference 

Revision 1/19 

 

1. Mission 

1.1 To assist the Town Council and improve internal control in accordance with proper 

practice as set out in the Accounts and Audit Regulations.  

2. Internal Audit Objectives and Responsibilities  

2.1 The primary objective of Internal Audit is to review, appraise and report upon the 

adequacy of internal control systems operating throughout the council, and to 

achieve this will adopt a predominantly systems-based approach to audit. 

2.2 The Council’s internal control system comprises the whole network of systems 

established within the council to provide reasonable assurance that the council’s 

objectives will be achieved, with particular reference to: 

• The effectiveness of operations 

• The economic and efficient use of resources 

• Compliance with applicable policies, procedures, laws and regulation 

• The safeguarding of assets and interests from losses of all kinds, including those 

arising from fraud, irregularity and corruption  

• The integrity and reliability of information, accounts and data 

2.3 Accordingly, in the conduct of planned audits Internal Audit may: 

• Carry out a selective assessment of compliance with relevant procedures and 

controls expected to be in operation during the financial year in order to be able 

to complete Section 4 (annual internal audit report) of the Annual Return.  

• Review the reliability and integrity of financial information and the means used to 

identify, measure, classify and report such information. 

• Review the means of safeguarding assets and, as appropriate, verify the 

existence of such assets. 

• Appraise the economy and efficiency of which resources are employed, identify 

opportunities to improve performance and recommend solutions to problems 

• Review the established systems to ensure compliance with the policies, 

procedures, laws and regulations which could have a significant impact on 

operations and determine whether the council is in compliance.  

• Review operations and activities to ascertain whether results are consistent with 

objectives and whether they are being carried out as planned.  

 

3. Scope of Internal Audit Activity 

3.1 There are no limitations on Internal Audit’s scope of activities. The scope of Internal 

Audit allows for unrestricted coverage of the council’s activities, including both 

financial and non-financial systems of internal control.  
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4. Independence 

4.1 The main determinant of the effectiveness of Internal Audit is that it is seen to be 

independent in its planning and operation. To ensure this, Internal Audit will operate 

within a framework that allows: 

 

• Unrestricted access to the officers of the council 

• Reporting in its own name 

• Segregation from the day to day operations of the council 

 

4.2 Every effort will be made to preserve objectivity by ensuring that all Internal Auditors 

are free from any conflicts of interest and do not undertake any non-audit duties on 

behalf of the council. 

 

5. Rights of Access 

5.1 There are no limitations on Internal Audit's access to records. Internal Auditors have 

the authority to: 

 

• access council premises at reasonable times agreed in advance 

• access all assets, records, documents, correspondence and control systems 

• receive any information and explanation considered necessary concerning any 

matter under consideration 

• require any employee of the council to account for cash, stores or any other council 

asset under his/her control 

• access records belonging to third parties, such as contractors when required 

 

6. The Council’s Responsibilities 

6.1 The Responsible Financial Officer and Proper Officer have clearly defined 

responsibilities for Risk Management, Internal Control, Internal Audit and preventing 

Fraud and Corruption. 

 

6.2 The existence of Internal Audit does not diminish the responsibility of the council to 

establish systems of internal control to ensure that activities are conducted in a 

secure and well-ordered manner. 

 

7. Reporting 

7.1 The Internal Auditor will formally report the results of audits and the 

recommendations made to council and will follow up at subsequent Internal Audits to 

make sure that corrective actions are taken.  
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Policy Finance and Resources Committee - Action list 
 

Subject Action to be taken Response/ 
Status Minute Action 

Meeting 18/4/16    

Cemetery 
Extension  

(86-15/16) Archaeological 
Excavation and 
Depot Build 

Archaeological Excavation 
works have been completed. 
Post excavation works are 
still being processed. Clerk 
due to receive inventory and 
timetable week of 28th 
January from AOC. Evidence 
of compliance with 
archaeological planning 
condition submitted to CBC 
following meeting with 
planning archaeologist. 
   
Building regulation have 
carried out an initial site 
inspection and contractors 
have started works. 
Foundations due to be laid 
immediately after confirmation 
of part sign off of planning 
condition received.  
 

Meeting 9/4/18    

Fallowfield 
Lighting and 
CCTV 

(110-17/18) RESOLVED that the 
Clerk include mobile 
and static CCTV 
options within the 
Fallowfield lighting 
scheme to be 
brought forward to a 
future meeting of the 
Policy, Finance and 
Resources 
committee. 

Agreed that work to the 
lighting scheme be allowed 
for in 2019/20 from 
Fallowfield reserves. CCTV 
provision on the site to form 
part of the CCTV Working 
groups recommendation 
following a completed review 
and recommendation of 
CCTV provision on all sites.  
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SANDY TOWN COUNCIL 

COMMITTEE: Policy, Finance and Resources 

DATE:  28 January 2019 

AUTHOR:  Town Clerk 

SUBJECT: Christmas Lights Event 

1. Summary  
 
1.1 In 2018 the Friends of Sandy Christmas Lights (FOSCL) set up as an 

independent Charity, separate to Sandy Town Council. The Town Council has a 
representative on the committee who sits as a trustee. 

 
1.2 At a meeting of the Policy, Finance and Resources Committee on 3rd September 

2018 the committee recommended that the Council support the set up of the 
FOSCL Charity as an independent body, along with the division of costs between 
the Town Council and the FOSCL for the 2018 and 2019 events.  
 

1.3 As the costs of hosting the event are high and the FOSCL Charity held no funds, 
some costs associated with the 2018 event went through the Council and it was 
agreed these would later be reimbursed from the Council’s EMR for the 
Christmas Lights event with the balance to be donated to the FOSCL. The EMR 
were generated from profits made on the 2017 event. 
 

1.4 The Council previously agreed to cover and budget in 2019/20 for the provision 
of the staging and the PA system, along with first aid and road barriers due to the 
high costs involved as the group continued to establish itself. The Christmas tree 
is also funded by the Council as part of its lights provision.  

 
1.5 A full report from the Council’s representative on the FOSCL is due to come to 

Full Council following the group’s AGM and ‘wash-up’ meeting.  
 
2. Event Expenditure 2018 
 
2.1 The Town Council incurred the following expenditure in budget 509 4402 during 

2018 which is to be reimbursed from the EMR held for the event.  
 
Expenditure Cost (£) 

Street Entertainment – Juggler      381.67 

Street Entertainment – Ponies      350.00 

Santa’s Grotto       300.00 

Stall at Sandy Carnival        16.00 

Advance EMR payment from STC to support the event   1,000.00 

Total  £2,047.67 
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Balance of EMR held by Town Council               £3,180 

Balance of EMR to be transferred to the FOSCL £1,132.33 

 
3. Income 
 
3.1 The Council has received £319 in income from stalls. The Council previously 

agreed that income generated from stalls would go to the FOSCL to support the 
event as they would be booking, organising and liaising with the stall holders. 

 
3.2 The Council is to retain the income from Harris’s Fair of £500.  
 
4. Recommendation 
 
4.1 That the Council transfer £2,047.67 of the Christmas Lights EMR to the 

Christmas Lights revenue budget. 
 
4.2 That the Council donate the £1,132.33 in unspent Christmas Lights EMR to the 

FOSCL to support the future events. 
 
4.3 That the Council donate £319 stall income to the FOSCL. 
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SANDY TOWN COUNCIL 

COMMITTEE: Policy, Finance and Resources 

DATE:  28 January 2019 

AUTHOR:  Town Clerk 

SUBJECT: Payroll Services 

1. Summary  
 
1.1 The Town Council’s payroll is carried out externally by Bedford Borough Council. 

The use of an external payroll provider’s expertise means that the Council does 
not need to invest in a payroll system, receives the required accurate reports and 
has expertise on how to ensure compliance and provide advice.  
 

1.2 Bedford Borough Council is changing its payroll service. While the Council can 
adopt to the changes in process, it does provide an opportunity to review the 
service and ensure best value. As such, quotes have been provided for 
alternative payroll providers. In each case, the payroll provider is able to meet the 
requirements of the Council. 
 

2. Quotations 
 
2.1 The Council is currently paying £780 a year for its payroll service, which comes 

from budget 401 4010 (misc. staff costs) and covers all monthly payroll and year 
end services.  

 
2.2 Quotes for alternative providers based on having 13 employees, to allow for 

occasional times when cover might be brought in for cleaning and caretaking.  
 

Company A Annual Cost 

Monthly payroll £4 per employee £624 

HMRC Year End and P60 
production 

One cost covering all 
employees 

£60 

 £684.00 

 

Company B Annual Cost 

Monthly payroll Cost based on number of 
employees 

£480  

HMRC Year End and P60 
production 

One cost covering all 
employees 

Included 

 £480 
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Company C Annual Cost 

Monthly payroll £3.20 per employee £499.20 

HMRC Year End and P60 
production 

Included Included 

 £499.20 

 

Company D Annual Cost 

Monthly payroll £6.50 per employee £1,014 

HMRC Year End and P60 
production 

Included Included 

 £1,014 

 
3. Recommendation 

 
3.1 That the Council appoint a new payroll service provider and accept the quote 

from Company B. 
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Sandy Town Council 
 
COMMITTEE:  Policy, Finance and Resources 

DATE:   28 January 2019 

AUTHOR:   Town Clerk 

SUBJECT:   Retention and Disposal Policy  

 

Retention and Disposal Policy 

 
1.  Introduction 
 
1.1  The Council accumulates a vast amount of information and data during the 

course of its everyday activities. This includes data generated internally in 
addition to information obtained from individuals and external organisations. 
This information is recorded in various different types of document. 

 
1.2  Records created and maintained by the Council are an important asset and as 

such, measures need to be undertaken to safeguard this information. Properly 
managed records provide authentic and reliable evidence of the Council’s 
transactions and are necessary to ensure it can demonstrate accountability. 

 
1.3  Documents may be retained in either ‘hard’ paper form or in electronic forms. 

For the purpose of this policy, ‘document’ and ‘record’ refers to both hard copy 
and electronic records. 

 
1.4  It is imperative that documents are retained for an adequate period of time. If 

documents are destroyed prematurely, the Council and individual officers 
concerned could face prosecution for not complying with legislation and it 
could cause operational difficulties, reputational damage and difficulty in 
defending any claim brought against the Council. 

 
1.5  In contrast to the above, the Council should not retain documents longer than 

is necessary. Timely disposal should be undertaken to ensure compliance 
with the General Data Protection Regulations so that personal information is 
not retained longer than necessary. 

 
1.6 This will also ensure the most efficient use of limited storage space. 
 
2. Scope and Objectives of the Policy 
 
2.1  The aim of this document is to provide a working framework to determine 

which documents are: 
 

• Retained – and for how long; or 
• Disposed of – and if so, by what method. 
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2.2  There are some records that do not need to be kept at all or that are routinely 
destroyed in the course of business. This usually applies to information that is 
duplicated, unimportant or only of a short-term value. Unimportant records of 
information include: 

 
• ‘With compliments’ slips. 
• Catalogues and trade journals. 
• Non-acceptance of invitations. 

• Trivial electronic mail messages that are not related to Council business. 
• Requests for information such as maps, plans or advertising material. 
• Out of date distribution lists. 
 

2.3  Duplicated and superseded material such as stationery, manuals, drafts, 
forms, address books and reference copies of annual reports may be 
destroyed. 

 
2.4  Records should not be destroyed if the information can be used as evidence 

to prove that something has happened. If destroyed, the disposal needs to be 
disposed of under the General Data Protection Regulations. 

 
3.  Roles and Responsibilities for Document Retention and Disposal 
 
3.1  Councils are responsible for determining whether to retain or dispose of 

documents and should undertake a review of documentation at least on an 
annual basis to ensure that any unnecessary documentation being held is 
disposed of under the General Data Protection Regulations. 

 
3.2  Councils should ensure that all employees are aware of the retention/disposal 

schedule. 
 
4.  Document Retention Protocol 
 
4.1  Councils should have in place an adequate system for documenting the 

activities of their service. This system should take into account the legislative 
and regulatory environments to which they work. 

 
4.2  Records of each activity should be complete and accurate enough to allow 

employees and their successors to undertake appropriate actions in the 
context of their responsibilities to: 

 

• Facilitate an audit or examination of the business by anyone so authorised. 

• Protect the legal and other rights of the Council, its clients and any other 
persons affected by its actions. 

• Verify individual consent to record, manage and record disposal of their 
personal data. 

• Provide authenticity of the records so that the evidence derived from them is 
shown to be credible and authoritative. 

 
4.3  To facilitate this, the following principles should be adopted: 
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• Records created and maintained should be arranged in a record-keeping 
system that will enable quick and easy retrieval of information under the 
General Data Protection Regulations. 

• Documents that are no longer required for operational purposes but need 
retaining should be placed at the records office. 
 

4.4  The retention schedules in Appendix A: List of Documents for Retention or 
Disposal provide guidance on the recommended minimum retention periods 
for specific classes of documents and records. These schedules have been 
compiled from recommended best practice from the Public Records Office, 
the Records Management Society of Great Britain and in accordance with 
relevant legislation. 

 
4.5  Whenever there is a possibility of litigation, the records and information that 

are likely to be affected should not be amended or disposed of until the threat 
of litigation has been removed. 

 
5.  Document Disposal Protocol 
 
5.1  Documents should only be disposed of if reviewed in accordance with the 

following: 
 

• Is retention required to fulfil statutory or other regulatory requirements? 

• Is retention required to meet the operational needs of the service? 

• Is retention required to evidence events in the case of dispute? 

• Is retention required because the document or record is of historic interest 
or intrinsic value? 

 
5.2  When documents are scheduled for disposal, the method of disposal should 

be appropriate to the nature and sensitivity of the documents concerned. A 
record of the disposal will be kept to comply with the General Data Protection 
Regulations. 

 
5.3  Documents can be disposed of by any of the following methods: 
 

• Non-confidential records: place in waste paper bin for disposal. 

• Confidential records or records giving personal information: shred 
documents. 

• Deletion of computer records. 

• Transmission of records to an external body such as the County Records 
Office. 

 
5.4  The following principles should be followed when disposing of records: 
 

All records containing personal or confidential information should be 
destroyed at the end of the retention period. Failure to do so could lead to the 
Council being prosecuted under the General Data Protection Regulations. 
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•  Where computer records are deleted, steps should be taken to ensure that 
data is ‘virtually impossible to retrieve’ as advised by the Information 
Commissioner. 

 
• Where documents are of historical interest, it may be appropriate that they 

are transmitted to the County Records office. 
 
• Back-up copies of documents should also be destroyed (including 

electronic or photographed documents unless specific provisions exist for 
their disposal). 

 
5.5  Records should be maintained of appropriate disposals. These records should 

contain the following information: 
 

• The name of the document destroyed. 

• The date the document was destroyed. 

• The method of disposal. 
 
6.  Data Protection Act 1998 – Obligation to Dispose of Certain Data 
 
6.1  The Data Protection Act 1998 (‘Fifth Principle’) requires that personal 

information must not be retained longer than is necessary for the purpose for 
which it was originally obtained. 

 
Section 1 of the Data Protection Act defines personal information as: 
Data that relates to a living individual who can be identified: 

 
a) from the data, or 
b) from those data and other information which is in the possession of, or is 
likely to come into the possession of the data controller. 

 
It includes any expression of opinion about the individual and any indication of 
the intentions of the Council or other person in respect of the individual. 

 
6.2  The Data Protection Act provides an exemption for information about 

identifiable living individuals that is held for research, statistical or historical 
purposes to be held indefinitely, provided that the specific requirements are 
met. 

 
6.3 Councils are responsible for ensuring that they comply with the principles of 

the General Data Protection Regulations namely: 
 

Personal data is processed fairly and lawfully and, in particular, shall not be 
processed unless specific conditions are met. 

 
Personal data shall only be obtained for specific purposes and processed in a 
compatible manner. 

 
Personal data shall be adequate, relevant, but not excessive. 
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• GDPR - Document Retention and Disposal Policy 

• Personal data shall be accurate and up to date. 

• Personal data shall not be kept for longer than is necessary. 

• Personal data shall be processed in accordance with the rights of the 
data subject. 

• Personal data shall be kept secure. 
 
6.4  External storage providers or archivists that are holding Council documents 

must also comply with the above principles of the General Data Protection 
Regulations. 

 
7.  Scanning of Documents 
 
7.1  In general, once a document has been scanned on to a document image 

system, the original becomes redundant. There is no specific legislation 
covering the format for which local government records are retained following 
electronic storage, except for those prescribed by HM Revenue and Customs. 

 
7.2  As a general rule, hard copies of scanned documents should be retained for 

three months after scanning. 
 
7.3  Original documents required for VAT and tax purposes should be retained for 

six years unless a shorter period has been agreed with HM Revenue and 
Customs. 

 
8.  Review of Document Retention 
 
8.1  It is planned to review, update and where appropriate amend this document 

on a regular basis (at least every three years in accordance with the Code of 
Practice on the Management of Records issued by the Lord Chancellor). 

 
8.2  This document has been compiled from various sources of recommended 

best practice and with reference to the following documents and publications: 
 

• Local Council Administration, Charles Arnold-Baker, 910th edition, Chapter 11 

• Local Government Act 1972, sections 225 – 229, section 234 

• SLCC Advice Note 316 Retaining Important Documents 

• SLCC Clerks’ Manual: Storing Books and Documents 

• Lord Chancellor’s Code of Practice on the Management of Records issued 
under Section 46 of the Freedom of Information Act 2000 

 
9.  List of Documents 
 
9.1  The full list of the Council’s documents and the procedures for retention or 

disposal can be found in Appendix A: List of Documents for Retention and 
Disposal.  

 
 



Sandy Town Council   
Appendix A: List of Documents for Retention or Disposal 

      

Minutes Indefinite Archive  Original signed paper copies of 
     Council minutes of meetings must 

     be kept indefinitely in safe storage. 

     At regular intervals of not more 

     than 5 years they must be archived 

     and deposited with the Higher 

     Authority 

Agendas 5 years Management  Bin (shred confidential waste) 

Accident/incident reports 20 years Potential claims  Confidential waste. 
     A list will be kept of those 

     documents disposed of to meet the 

     requirements of the GDPR 

     regulations. 

Scales of fees and charges 6 years Management  Shred 

Receipt and payment accounts Indefinite Archive  N/A 

Receipt books of all kinds 6 years VAT  Shred 
Bank statements including Last completed audit year Audit  Confidential waste 
deposit/savings accounts     

Bank paying-in books Last completed audit year Audit  Confidential waste 

Cheque book stubs Last completed audit year Audit  Confidential waste 
Quotations and tenders 6 years Limitation Act 1980 (as  Confidential waste. 

   amended)  A list will be kept of those 

     documents disposed of to meet the 

     requirements of the GDPR 

     regulations. 

Paid invoices 6 years VAT  Confidential waste 

Paid cheques 6 years Limitation Act 1980 (as  Confidential waste 
   amended)   

VAT records 6 years generally but 20 VAT  Confidential waste 
  years for VAT on rents    



      

Petty cash, postage and 6 years Tax, VAT, Limitation Act  Confidential waste 
telephone books  1980 (as amended)   

      

Timesheets Last completed audit year Audit (requirement)  Shred 
  3 years Personal injury (best   

   practice)   

Wages books/payroll 12 years Superannuation  Confidential waste 

Insurance policies While valid (but see next Management  Shred 
  two items below)    

Insurance company names and Indefinite Management  N/A 
policy numbers     

      

Certificates for insurance against 40 years from date on The Employers’ Liability  Shred 
liability for employees which insurance (Compulsory Insurance)   

  commenced or was Regulations 1998 (SI 2753)   

  renewed Management   

Town Park equipment inspection 21 years Potential Claims   

reports  Management   
      

Investments Indefinite Audit, Management  N/A 

      

Title deeds, leases, agreements, Indefinite Audit, Management  N/A 
contracts     

Members’ allowances register 6 years Tax, Limitation Act 1980  Confidential waste. 
   (as amended)  A list will be kept of those 

     documents disposed of to meet the 

     requirements of the GDPR 

     regulations. 

Information from other bodies Retained for as long as it is   Bin 
e.g. circulars from county useful and relevant    

associations, NALC, principal     

authority     

      



      

Local/historical information Indefinite – to be securely Councils may acquire  N/A 
  kept for benefit of the records of local interest   

  Parish and accept gifts or records   

   of general and local   

   interest in order to   

   promote the use for such   

   records (defined as   

   materials in written or   

   other form setting out   

   facts or events or   

   otherwise recording   

   information).   

      

Magazines and journals Council may wish to keep The Legal Deposit Libraries  Bin if applicable 
  its own publications Act 2003 (the 2003 Act)   

   requires a local council   

  For others retain for as which after   

  long as they are useful and 1st February 2004 has   
  relevant. published works in print   

   (this includes a pamphlet,   

   magazine or newspaper, a   

   map, plan, chart or table)   

   to deliver, at its own   

   expense, a copy of them   

   to the British Library Board   

   (which manages and   

   controls the British   

   Library). Printed works as   

   defined by the 2003 Act   

   published by a local   

   council therefore   

   constitute materials which   

   the British Library holds.   

      



Record-keeping  

To ensure records are easily The electronic files will be Management  Documentation no longer required 
accessible it is necessary to backed up, off-site each   will be disposed of, ensuring any 
comply with the following: evening by the Council’s IT   confidential documents are 

•  Files kept in strict, alphabetical company.   destroyed as confidential waste. 
order in lockable filing    A list will be kept of those 
cabinets.    documents disposed of to meet the 

•  Electronic files will be saved    requirements of the GDPR 
using relevant file names    regulations. 

     

General correspondence Unless it relates to specific Management  Bin (shred confidential waste) 
 categories outlined in the   A list will be kept of those 

 policy, correspondence,   documents disposed of to meet the 

 both paper and electronic,   requirements of the GDPR 

 should be kept.   regulations. 

 Records should be kept for    

 as long as they are needed    

 for reference or    

 accountability purposes, to    

 comply with regulatory    

 requirements or to protect    

 legal and other rights and    

 interests.    

Correspondence relating to staff If related to Audit, see After an employment  Confidential waste 
 relevant sections above. relationship has ended, a  A list will be kept of those 

 Should be kept securely council may need to retain  documents disposed of to meet the 

 and personal data in and access staff records  requirements of the GDPR 

 relation to staff should not for former staff for the  regulations. 

 be kept for longer than is purpose of giving   

 necessary for the purpose references, payment of   

 it was held. Likely time tax, national insurance   

 limits for tribunal claims contributions and   

 between 3–6 months pensions, and in respect of   

 Recommend this period be any related legal claims   

 for 3 years made against the council.   



Documents from legal matters, negligence and other torts 
 

Most legal proceedings are governed by the Limitation Act 1980 (as amended). The 1980 Act provides that legal claims may not be commenced 
after a specified period. Where the limitation periods are longer than other periods specified the documentation is kept for the longer period 
specified. Some types of legal proceedings may fall within two or more categories, in such instances documentation is retained for the longest 
of the three limitation periods.  

       

 Negligence 6 years   Confidential waste. A list will be 
     kept of those documents disposed 

     of to meet the requirements of the 

     GDPR regulations. 

 Defamation 3 years   Confidential waste. A list will be 
     kept of those documents disposed 

     of to meet the requirements of the 

     GDPR regulations. 

 Contract 6 years   Confidential waste. A list will be 
     kept of those documents disposed 

     of to meet the requirements of the 

     GDPR regulations. 

 Leases 12 years   Confidential waste. 
       

 Sums recoverable by statute 6 years   Confidential waste. 

       

 Personal injury 3 years   Confidential waste. 
       

 Rent 6 years   Confidential waste. 
       

 Trust deeds Indefinite Archive (With Solicitor)  N/A 

       



       

For Park/ Recreation Grounds/Room rentals    

• Application to hire 6 years VAT  Confidential waste 

• Invoices    A list will be kept of those 
      documents disposed of to meet the 
      requirements of the GDPR 

      regulations. 

Lettings diaries Electronic files linked to VAT  N/A 
   accounts    

Terms and Conditions 6 years Management  Bin 
       

For Burial Grounds     

•  Register of fees collected Indefinite Archives, Local Authorities  N/A 

• Register of burials  Cemeteries Order 1977 (SI   

•  Register of purchased graves  204)   

•  Register/plan of grave spaces     

• Register of memorials     

• Applications for interment     

•  Applications for right to erect     

 memorials     

• Disposal certificates     

•  Copy certificates of grant of     

 exclusive right of burial     

        



Planning Papers 

Applications 1 year Management  Bin 
Appeals 1 year unless significant Management  Bin 

 development    

Trees 1 year Management  Bin 

Local Development Plans Retained as long as in force Reference  Bin 

Local Plans Retained as long as in force Reference  Bin 
Town/Neighbourhood Plans Indefinite – final adopted Historical purposes  N/A 

 plans    

CCTV     

Daily notes Daily Data protection  Confidential waste 
     

Observation sheets 3 years Data protection  Confidential waste 
     

Crime Stats 3 years Data protection  Confidential waste 

     

Photographs/digital prints 31 days Data protection  Confidential waste 

     
 

 

Adopted by Sandy Town Council on xxxxxxx 
Review Date: (Relevant date) 
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SANDY TOWN COUNCIL 

 

COMMITTEE:  Policy, Finance and Resources  

 

DATE:   28 January 2019 

 

AUTHOR:   Town Clerk 
 

SUBJECT:   Information Protection Policy 
 

Information Protection Policy  

 

1  Purpose 
 
1.1 Information is a major asset that Sandy Town Council has a duty and 

responsibility to protect. 
 

1.2 The purpose and objective of this Information Protection Policy is to specify 
the means of information handling and transfer within the Council. 

 
2  Scope 
 

2.1 The Information Protection Policy applies to all Councillors, Committees, 
Employees of the Council, contractual third parties and agents of the Council 
who have access to Information Systems or information used for Sandy Town 
Council purposes. 

2.2 Information takes many forms and includes: 

• hard copy data printed or written on paper  

• data stored electronically 

• communications sent by post / courier or using electronic means 

• stored tape or video  

• speech 
 
3 Information Storage 
 
3.1 All electronic information will be stored on centralised facilities to allow regular 

backups to take place. 

3.2 Information will not be held that breaches the Data Protection Act (1998). All 
personal identifiable information will be used in accordance with the Caldicott 
Principles. 

3.3 Records management and retention policy will be followed. 
 
3.4 Staff should not be allowed to access information until line managers are 

satisfied that they understand and agree the legislated responsibilities for the 
information that they will be handling. 
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3.6 This documentation will include a clear statement as to the use, or planned 
use of the personal information, which is cross-referenced to the Data 
Protection Notification. 

3.7 Files which are listed by Sandy Town Council as a potential security risk 
should not be stored on the network, except for in designated application 
storage areas. To facilitate this Sandy Town Council will implement an 
electronic File security solution. 

 
4  Disclosure of Information - Computer and Paper Based 
 
4.1 The disclosure of personal information to other than authorised personnel is 

forbidden. If there is suspicion of a Member or employee treating confidential 
Council information in a way that could be harmful to the Council or to the 
data subject, then it is to be reported to the Town Clerk who will take 
appropriate action. 

4.2 Do not remove printed information from premises without the express consent 
of the information owner.  

4.3 Protectively marked, personal or sensitive documents are not to be left 
unattended and, when not in use, are to be locked away and accessed only 
by authorised persons. 

4.4 Disposal methods for waste computer printed output and other media must be 
in accordance with Sandy Town Council’s retention policy. 

4.5 Distribution of information should be via the most secure method available. 
 
5 Disclosure of Information – Telephone, Fax and E-mail 
 
5.1 Where this involves the exchange of sensitive information then the following 

procedures will be applied. 
 
6 Telephone calls: 
 
6.1 Verify the identification of members before disclosing information. If in doubt, 

return their call using a known telephone number.  

6.2 For external callers, verify their identity and their need to know the requested 
information. Telephone them back before releasing information and ask the 
caller to provide evidence of their identity. 

6.3 Ensure that you are authorised to disclose the information requested. 

6.4 Ensure that the person is entitled to be given this information. 

6.5 Ensure that the information you give is accurate and factual. 
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7 Fax transmissions: 
 
7.1 Fax should not be used to transmit personal or sensitive information. 
 
8 Disclosure of information by email: 
 
8.1 Personal or sensitive information is at risk if sent outside of the Council’s 

network. 
 
8.2 If an e-mail is sent to an address that is not a Council domain address, the 

email will be delivered through the public network and the message may be 
left at several locations on its journey and could be deliberately intercepted. 

8.3 Email should not be used for sending personal or sensitive information unless 
technical measures are in place to keep the message secure. 

8.5  The sender should be satisfied of the identity of the recipient, if in doubt the 
email should not be sent, and alternative methods should be used. 

8.6 No identifiable personal information should be included when sending on               
emails. 

8.7 The recipient of Sandy Town Council emails are prohibited from being 
forwarded, copied or blind copied to any third party within or outside of the 
Council without the senders consent.   

9 Sharing of Personal Information 
 
9.1 Information relating to individuals shall not be shared with other authorities 

without the agreement of the Town Clerk.  

9.2 Staff should be aware of their responsibilities to be able to justify the sharing 
of information and to be able to maintain security when transferring 
information in person, by email, phone or post. 
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Information Security Incident Policy 

 

Contents 

 

1  Purpose  

2  Scope  

3 Definition  

4 An Information Security Incident includes:  

5 When to report  

6 Action on becoming aware of the incident  

7 How to report  

8 What to Report  

9 Examples of Information Security / Misuse Incident Protocols 5 

9.2  Malicious Incident  

9.3 Access Violation  

9.4  Environmental  

9.6 Theft / loss Incident  

9.7 Accidental Incident  

9.8 Miskeying  

10 Escalation  
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1  Purpose 

 

1.1  This document defines an Information Security Incident and the procedure to 

report an incident 

 

2  Scope 

 

2.1 This document applies to all Councillors, committees, employees of the 

Council, contractual third parties and agents of the Council who have access 

to information systems or information used for Sandy Town Council purposes. 

 

3 Definition 

 

3.1 An information security incident occurs when data or information is transferred 

or is at risk of being transferred to somebody who is not entitled to receive it, 

or data is at risk from corruption. 

 

4 An Information Security Incident includes: 

 

• The loss or theft of data or information 

• The transfer of data or information to those who are not entitled to receive that 

information 

• Attempts (either failed or successful) to gain unauthorised access to data or 

information storage or a computer system  

• Changes to information or data or system hardware, firmware, or software 

characteristics without the council's knowledge, instruction, or consent  

• Unwanted disruption or denial of service to a system 

• The unauthorised use of a system for the processing or storage of data by 

any person. 

 

5 When to report 

 

5.1 All events that result in the actual or potential loss of data, breaches of 

confidentiality, unauthorised access or changes to systems should be 

reported as soon as they happen. 

 

6 Action on becoming aware of the incident 

 

6.1 Immediately upon becoming aware of a possible security incident the matter 

should be reported to the Town Clerk for further review and action.  
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7 How to report 

 

7.1 The Town Clerk must be contacted by email or telephone. They will log the 

incident, review it and report to the Data Protection Officer.  

 

7.2 The Town Clerk will require you to supply further information, the nature of 

which will depend upon the nature of the incident. However, the following 

information must be supplied: 

 

• Contact name and number of person reporting the incident  

• The type of data or information involved 

• Whether the loss of the data puts any person or other data at risk 

• Location of the incident 

• Inventory numbers of any equipment affected (ie loss of a Council laptop) 

• Date and time the security incident occurred 

• Location of data or equipment affected 

• Type and circumstances of the incident. 

 

7.3 The Town Clerk will investigate and confirm that the details represent a valid 

security incident as defined above. The outcomes of these actions are to be 

reported to the Data Protection Officer for their investigation.     

 

8 What to Report 

 

8.1 All information security incidents must be reported. 

 

9 Examples of Information Security / Misuse Incident Protocols 

 

9.1 Information security incidents are not limited to the following lists, which 

contain examples of some of the most common incidents. 

 

9.2  Malicious Incident 

 

• Computer infected by a virus or other malware, (for example spyware) 

• An unauthorised person changing data 

• Receiving and forwarding chain letters – including virus warnings, scam 

warnings and other emails which encourage the recipient to forward onto 

others. 

• Social engineering - unknown people asking for information which could gain 

them access to council data (eg. a password or details of a third party). 

• Unauthorised disclosure of information electronically, in paper form or 

verbally. 

• Falsification of records, inappropriate destruction of records  
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• Damage or interruption to Sandy Town Council’s equipment or services 

caused deliberately eg. computer vandalism 

• Connecting non-council equipment to the council network 

• Unauthorised information access or use 

• Giving information to someone who should not have access to it - verbally, in 

writing or electronically 

• Printing or copying confidential information and not storing it correctly or 

confidentially. 

 

9.3 Access Violation 

 

• Disclosure of logins to unauthorised people 

• Disclosure of passwords to unauthorised people eg. writing down your 

password and leaving it on display 

• Accessing systems using someone else's authorisation eg. someone else's 

user id and password 

• Inappropriately sharing security devices such as access tokens 

• Other compromise of user identity eg. access to network or specific system by 

unauthorised person  

• Allowing unauthorised physical access to secure premises e.g. server room, 

scanning facility, dept area. 

 

9.4  Environmental 

 

• Loss of integrity of the data within systems and transferred between systems  

• Damage caused by natural disasters eg. fire, burst pipes, lighting etc 

• Deterioration of paper records 

• Deterioration of back-up tapes 

• Introduction of unauthorised or untested software 

• Information leakage due to software errors. 

 

9.5 Inappropriate use 

 

• Accessing inappropriate material on the internet 

• Sending inappropriate emails 

• Personal use of services and equipment in work time 

• Using unlicensed software  

• Misuse of facilities, eg. phoning premium line numbers. 

 

 

 



AGENDA ITEM 11        APPENDIX XII 

9.6 Theft / loss Incident 

 

• Theft/loss of data – written or electronically held 

• Theft/loss of any Sandy Town Council equipment including computers, 

monitors, mobile phones, memory sticks, CDs. 

 

9.7 Accidental Incident 

 

• Sending an email containing sensitive information to 'all staff' by mistake 

• Receiving unsolicited mail of an offensive nature, e.g. containing 

pornographic, obscene, racist, sexist, grossly offensive or violent material 

• Receiving unsolicited mail which requires you to enter personal data. 

 

9.8 Miskeying 

 

• Receiving unauthorised information 

• Sending information to wrong recipient. 

 

10 Escalation 

 

10.1  Serious incidents will be escalated via the national WARP scheme by the 

Data Protection Officer if determined to be of national value. 
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SANDY TOWN COUNCIL 

COMMITTEE:  Policy, Finance and Resources Committee 

DATE:   28 January 2019 

AUTHOR:   Town Clerk 

SUBJECT:   Driving at Work Policy 

 

 

Town council 

The Health and Safety at Work Act places a general duty on the Town Council to have a 

“duty of care” for the safety of employees at work, regardless of the type or size of the 

business.  There is also a duty of care to all other road users. 

The Management of Health and Safety at Work Regulations require the Town Council to 

ensure that risks are controlled by the implementation of necessary measures, appointment 

of competent people and appropriate information and training. 

The Workplace (Health, Safety and Welfare) Regulations 1992 cover a wide range of basic 

health, safety and welfare issues including traffic routes for vehicles within the workplace. 

Road Traffic Acts supported by the Highway Code apply to all road users and the Highway 

Code includes information on signs and markings, road users the law and driving penalties. 

Management Policy 

To be read in conjunction with the Section 19 of the Employee Handbook – Vehicle Policy 

and Use of Mobile Phone Policy. 

The Town Clerk has specific responsibility for managing driving at work. 

Risk Assessments dealing with all aspects of driving at work have been undertaken, will be 

regularly reviewed and findings acted upon.   

Every incident involving any vehicle driven on behalf of Sandy Town Council is recorded and 

will be regularly analysed and action taken to reduce recurrence if necessary. 

Driver Safety 

Employees must follow the procedures set out in the driver’s handbook that includes safety 

guidance and sets out individual driver’s responsibilities in support of the Council’s policies 

and procedures. 

Driving at Work Policy 
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New employees driving on behalf of the Town Council will have their driving documents 

checked to ensure they are properly licensed for the class of vehicle that they will be driving. 

Employees will be required to present their driving documents yearly for inspection. 

Town Clerk must be informed of any imposed or pending driving penalties or convictions 

within 5 working days.  These will be dealt with on a case by case basis. 

At work crashes and collisions must be reported promptly  

Any road safety concerns felt by employees must be reported to the Town Clerk as soon as 

possible. 

Further training may be offered to employees as a result of a high number of incidents or 

concerns from other employees.  This training must be undertaken. 

Seat belts must be worn at all times, if fitted in the vehicle. 

Vehicle Safety 

Sandy Town Council will ensure that its procurement policy is followed for vehicles 

purchased or hired for use by its employees and that the utmost importance is placed on 

safety features. 

Vehicles will be regularly inspected and strictly maintained, adhering as a minimum to the 

manufacturer’s recommended service schedules. 

Employees are required to complete before use, inspection checks for each vehicle they 

drive.  Record sheets must be dated and signed and kept at the depot.   

A vehicle defect form must be completed as soon as the defect is found – verbal reporting is 

not acceptable.  The form must be handed to the Foreman for further action. 

All reported defects will be dealt with promptly.  Serious defects, or those rendering the 

vehicle illegal to drive on the public highway will result in the vehicle being taken off the 

road immediately until a repair has been carried out. 

Alcohol & Drug Abuse Policy 

To be read in conjunction with the Alcohol and Drug Abuse Policy contained in Section 16 

of the Employee Handbook. 

The Town Council operates a zero tolerance Drink and Drug Driving Policy. 

Any pending prosecutions and/or cautions must be reported to the Town Clerk immediately, 

regardless of the vehicle that was being driven at the time. Failure to do so will result in 

disciplinary action. 



AGENDA ITEM 12  APPENDIX XIII 

 

Any driver prosecuted for such offences will be subject to an investigation under the Town 

Council’s disciplinary procedure. 

Employees are encouraged to report concerns about colleagues with regards to drink and 

drugs, this may be done anonymously. 

Any driver taking prescription or over the counter medicines must check that they are fit to 

drive. 

Mobile Phone Policy 

This policy can be found in Section 19 of the Employee Handbook. 

Drivers when driving own vehicles 

Employees who drive their own vehicles for work purposes must:  

Have appropriate insurance.  

Have current road tax and MOT certificate if applicable. 

Ensure their vehicle is maintained in a safe and roadworthy condition. 

Satellite Navigation 

Satellite Navigation Systems can be a useful tool for drivers; however, they can also be a 

dangerous distraction. 

All destinations should be entered while the vehicle is stationary in a safe place.  They 

should not impair vision when positioned inside the vehicle.  They should not be positioned 

where they are likely to cause injuries in the event of a collision.  

All in-vehicle distractions should be kept to a minimum and it is the responsibility of the 

driver to ensure that they are not likely to be distracted. 

NB. Drivers should be aware of the danger of satellite navigation systems directing them via 

dangerous routes eg. staff members should not turn right out of Orchard Road or New Road 

in Beeston on to the A1. 
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Accident Procedure 

In the event of a collision employees must: 

• Stop 

• Keep Calm 

• Be courteous and present a positive image 

• Not accept liability 

 

Employees must prioritise: 

 

• Their own safety 

• The safety of anyone else involved 

• The safety of other road users 

 

Follow the steps on the next page: 
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Request Police 

and Ambulance 
Is anyone injured? Yes 

Start 

No 

Are any animals injured? Yes Is the owner present? 

Yes No 

Contact Police Are 3rd parties present? 

No 

Yes 

No 

Report 

accident to the 

police as soon 

as possible. 

(Within 24 

hours) 

Exchange details with 

3rd party 

Take contact details 

from any witness 

Report the accident to 

the Town Clerk 

immediately 
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Incident Recording Form 
 
If you have an incident: 
 

• Stop. 
 

• Remain calm. 
 

• Call the emergency services if anyone is injured or if vehicles or property are 
seriously damaged. 
 

• If the police attend the scene, note the reporting officer’s name, identity number 
and station. 
 

• Use this incident form to record information about the accident, to exchange details 
with third parties and to take the names and addresses of witnesses and police 
officers. Ensure that the names and addresses of any passengers are recorded. 
 

• Third parties are obliged to give you their name, the vehicle registration number and 
insuranc edetails under section 170 of the Road Traffic Act 1988. 
 

• If a camera is available, photograph the scene from different angles. Take pictures of 
the vehicles involved and of the damage to your own and third party 
vehicles/property. 
 

• Contact the Town Clerk as soon as it is practical to do so. 
 

To be Retained by Company Driver 
 
Incident Details 
Date: __________________________________________________ Time: _____________ 
 
Location: 
___________________________________________________________________________
___________________________________________________________________________ 
 
Speed limit: 
___________________________________________________________________________ 
 
Road conditions: 
___________________________________________________________________________ 
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Police Details 
Police attended: Y/ N Time: _______________________________ 
 
Officer’s name/number: 
___________________________________________________________________________ 
 
Phone: 
___________________________________________________________________________ 
 
Reporting officer’s station: 
______________________________________________________________________ 
 
Other Vehicle/Property Damage 
(Use additional paper if required) 
 
Vehicle type: 
___________________________________________________________________________ 
 
Make/model: 
___________________________________________________________________________ 
 
Driver name: 
___________________________________________________________________________ 
 
Registration number: 
___________________________________________________________________________ 
 
Third party insurer: 
___________________________________________________________________________ 
 
Policy number: 
___________________________________________________________________________ 
 
Description of damage to other vehicles/property: 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
 
Witness Details 
(Use additional paper if required) 
 
Witness 1 name: 
___________________________________________________________________________ 
Address 1: 
___________________________________________________________________________ 
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Write a brief description of what happened 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 
___________________________________________________________________________ 

 
Incident Sketch 
Make a sketch of the incident scene below. Show the directions of the vehicles involved and 
note their approximate speeds. Indicate road markings, skid marks, hazards and the 
witnesses’ locations. 
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To be completed and to be given to the third party involved 
(Notify insurance company, you may be liable if not. Use additional incident paper if more 
than one third party is involved) 
 
Driver Details 
Driver’s name (YOU): 
__________________________________________________________________________ 
Telephone number (YOURS): 
____________________________________________________________________ 
Home address (YOURS): 
_______________________________________________________________________ 
Vehicle registration number (YOURS): 
_____________________________________________________________ 
Vehicle make (YOURS): 
________________________________________________________________________ 
 

Owner’s name :  Sandy Town Council 
 
Owner’s address: 10 Cambridge Road, Sandy, SG19 1JE 
 
Owner’s insurer:   
 
Policy number:  
 
Incident Details 
 
Date: ___________________________________ Time: _____________________________ 
 
Incident location: 
___________________________________________________________________________ 
___________________________________________________________________________ 
 
Description of damage to other vehicles/property: 
___________________________________________________________________________
___________________________________________________________________________ 
 
 
Signature (YOURS): _______________________________________ 
 
 
 




